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DATA PROCESSING AGREEMENT  
 

 

concluded between  

 

Processor: 

AutoLogg GmbH 

Mühlstrasse 21 

A-4614 Marchtrenk 

 

(hereinafter referred to as the “Supplier”) 

 

and 

 

Controller: 

Customer 

 

hereinafter jointly referred to as “the Parties” 

 

 

PREAMBLE 

This Data Processing Agreement pursuant to Article 28 of the GDPR, available at 

www.autologg.com/avv, is an integral part of the General Terms and Conditions of AutoLogg GmbH 

(available at https://www.autologg.com/agb/) and applies automatically to the extent that the 

Supplier processes personal data of users as a processor within the meaning of Article 4(8) of the 

GDPR under the contract concluded between the Supplier and the Customer. In this case, the 

Customer is the controller within the meaning of Article 4(7) of the GDPR. In cases where the Supplier 

itself is the Controller, this agreement does not apply. 

 

 
1. SUBJECT MATTER AND TERM OF THE AGREEMENT 

1.1. The subject matter of this agreement is derived from the agreement concluded between the 

Supplier and the Customer for the provision of the agreed-upon products and services, consisting 

of the order and its acceptance and all annexes (such as individual supplementary agreements 

between the Supplier and the Customer), including the Supplier’s General Terms and Conditions, 

available at https://www.autologg.com/agb/ (hereinafter referred to as the “Main Contract”), to 

which reference is made herein. This Agreement shall be deemed an annex to the Main Contract. 

 

1.2. The duration of the processing (term) corresponds to the term of the Main Contract. Furthermore, 

either party may terminate the contractual relationship with immediate effect if the other party 

intentionally and seriously violates data protection regulations in connection with the contract 

between the Customer and the Supplier; in the case of a non-intentional or non-serious violation, 

this right shall only apply if the other party fails to immediately remedy such a violation after being 

notified thereof.  

 

1.3. The nature and purpose of the processing, the type of personal data processed by the Supplier 

and the data subjects are set forth in Annex 1. 

 

 

2. PLACE OF DATA PROCESSING 

2.1. The performance of the contractually agreed data processing takes place in a Member State of 

the European Union or in another State party to the Agreement on the European Economic Area 

http://www.autologg.com/avv
https://www.autologg.com/agb/
https://www.autologg.com/agb/
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(EEA) or in a third country. If the service is provided in a third country, the specific requirements 

of Article 44 et seq. of the GDPR must be met.  

 

3. PROCESSING BY THE SUPPLIER 

3.1. The Customer is solely responsible for assessing the lawfulness of the processing pursuant to 

Article 6(1) of the GDPR and for safeguarding the rights of data subjects under Articles 12 through 

22 of the GDPR. Nevertheless, the Supplier is obligated to forward all such requests to the 

Customer without delay, provided they are clearly addressed exclusively to the Customer. 

3.2. The Supplier shall process personal data exclusively on behalf of and in accordance with the 

Customer’s documented instructions (the relevant Main Contract, including this Data Processing 

Agreement, constitutes the Customer’s complete and final documented instructions; 

supplementary instructions or changes require a separate written notice from the Customer, 

which may also be provided via email), unless the Supplier is required to process such data by 

the law of the Union or of the Member States to which it is subject; in such a case, the Supplier 

shall notify the Customer of these legal requirements prior to processing, unless the relevant law 

prohibits such notification on grounds of an important public interest. The Customer undertakes 

to issue only lawful instructions and shall fully indemnify and hold the Supplier harmless in the 

event of any claims arising from the fulfillment of unlawful instructions.  

3.3. The Supplier shall not use the personal data for any purposes other than those agreed upon, in 

particular not for its own purposes or those of third parties. If the Supplier receives an official 

order to disclose the Customer’s data, it shall—to the extent permitted by law—immediately 

inform the Customer thereof and refer the authority to the Customer. 

3.4. The Supplier shall require all persons entrusted with data processing to sign a confidentiality 

agreement prior to commencing work, unless such persons are already subject to appropriate 

statutory confidentiality obligations. In particular, the confidentiality obligation of the persons 

entrusted with data processing shall remain in effect even after the termination of their 

employment or departure from the Supplier.  

3.5. The Supplier shall implement all necessary technical and organizational measures in accordance 

with Article 32 of the GDPR (“TOMs”). A description of the measures currently in place is included 

in Annex 2. The TOMs are subject to technical progress and further development. In this regard, 

the Supplier is permitted to implement alternative adequate measures. In doing so, the security 

level of the specified measures must not be compromised. Significant changes must be 

documented by the Supplier. 

3.6. Given the nature of the processing, the Supplier shall, to the extent possible, support the Customer 

with appropriate technical and organizational measures in fulfilling its obligation to respond to 

requests for the exercise of the data subject’s rights as set forth in Chapter III. 

3.7. The Supplier shall assist the Customer in complying with the obligations set forth in Articles 32 

through 36, taking into account the nature of the processing and the information available to the 

Supplier. The Supplier may demand reasonable cost-based compensation for the costs incurred 

by the Supplier as a result of its support services pursuant to this paragraph, provided that the 

support services were not necessitated by a breach by the Supplier of this Agreement or of 

applicable laws. 

3.8. The Supplier shall provide the Customer with all necessary information to demonstrate 

compliance with the obligations set forth in Article 28 of the GDPR and shall facilitate and 

cooperate with audits conducted by the Customer or another auditor appointed by the Customer. 

The Customer shall have such audits conducted only by sufficiently qualified personnel bound by 

confidentiality obligations or by sufficiently qualified external auditors bound by confidentiality 

obligations to be designated on a case-by-case basis. The costs incurred by the Supplier as a 

result of its participation in the audits shall be reimbursed by the Customer on a cost-

reimbursement basis, if applicable, provided that such costs exceed a customary amount.  

3.9. Upon termination of this Agreement or earlier upon request by the Customer, the Supplier is 

obligated to hand over to the Customer all processing results and documents containing data, or 

to destroy them with the Customer’s prior consent and to confirm the destruction to the Customer 

in writing, unless statutory or other obligations preclude this. In this regard, the following applies: 
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Prior to the termination of the Main Contract, the Supplier shall inform the Customer of the 

impending termination and deactivation of existing accounts, as well as the subsequent deletion 

of the data processed on behalf of the Customer, at a specific time. Until then, the Customer has 

the option to download the data processed on its behalf. Thereafter, the Customer’s account will 

be deactivated and the data processed on the Customer’s behalf will be permanently deleted, 

unless the parties have agreed otherwise in writing or in text form.  

3.10. The Supplier must immediately inform the Customer if it believes that an instruction from the 

Customer violates the data protection regulations of the Union or the Member States. 

 

4. SUB-PROCESSORS 

4.1. The Supplier may generally engage sub-processors (other Suppliers) listed in an agreed-upon list 

available at https://www.autologg.com/sub-processor. 

4.2. The Supplier shall notify the Customer at least 14 days prior to any intended changes to this list 

involving the addition or replacement of sub-processors. The Customer may object to the change 

in writing (including via email) for good cause if the Customer provides objective and legitimate 

reasons for rejecting the relevant additional processor within the notification period.  If no such 

objection is raised within this period, consent to the change shall be deemed to have been given. 

Following an effective objection by the Customer, the Supplier shall be entitled to terminate this 

Agreement and the Main Contract for cause.  

4.3. The Supplier shall enter into the necessary agreements pursuant to Article 28(4) of the GDPR with 

the sub-processor. In doing so, it must be ensured that the sub-processor assumes the same 

obligations that the Supplier is subject to under this agreement. If the sub-processor fails to fulfill 

its data protection obligations, the Supplier shall be liable to the customer for the sub-processor’s 

compliance with its obligations. 

 

5. OBLIGATION TO REPORT DATA BREACHES  

5.1. In the event of a personal data breach involving the Customer’s personal data (“Data Breach”), 

the Supplier shall notify the Customer immediately via email after becoming aware of it. The 

Supplier shall provide the Customer with all information necessary for the Customer to fulfill the 

obligation to report/notify a data breach of personal data pursuant to Articles 33 and 34 of the 

GDPR.  

5.2. The Supplier shall cooperate with the Customer and assist the Customer in investigating, 

mitigating, and remedying a data breach. 

5.3. In the event of a personal data breach, the Supplier may not notify any third parties without the 

Customer’s prior consent, unless the Supplier is subject to a legal reporting obligation. 

 

6. FINAL PROVISIONS 

6.1. Should individual provisions of this agreement be invalid or impossible to fulfill, or should the 

agreement contain a gap, this shall not affect the validity of the remaining parts of the agreement. 

In such a case, the contracting parties undertake to immediately replace the invalid provisions 

with a valid provision that most closely approximates the original intent in terms of content; the 

same applies in the event of a gap in the agreement. 

6.2. Amendments and supplements to this agreement must be in writing to be legally effective. This 

also applies to any waiver of the written form requirement. The written form requirement of this 

agreement is also satisfied by an electronic signature that ensures the identification of the issuer 

and the integrity of the document (e.g., DocuSign or Adobe Sign). 

6.3. The governing law and venue for all disputes arising from or in connection with this Agreement, 

including the question of its valid formation and its interpretation, shall be governed by the 

provisions of the Main Contract.  

6.4. In the event of any contradictions or inconsistencies between the provisions of this Data 

Processing Agreement and the Main Contract, the provisions of this Data Processing Agreement 

shall prevail. 

 

https://www.autologg.com/sub-processor
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Attachments: 

 

Appendix 1 Nature and purpose of the intended processing, type of personal data, categories of 

data subjects 

Appendix 2. Technical and organizational measures 
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Appendix 1  

 
Nature and purposes of data processing:  

 

The nature and purpose of the processing of personal data by the Supplier on behalf of the Customer 

are described in the Main Contract.  

 

The performance of the contract involves, in particular, the following types of processing of personal 

data: operations or sets of operations performed on personal data, whether or not by automated 

means, which may include, in particular, recording, collection, organization, structuring, storage, 

adaptation or alteration, retrieval, consultation, use, disclosure by transmission or otherwise making 

available, alignment or combination, restriction, or erasure.  

 

 

Type of personal data: 

 

Unless otherwise specified in the Main Contract, the processing includes the following types of 

personal data: 

• Identification data such as first and last name, company name, VAT ID, email address, 

physical address, AutoLogg ID, and password; 

• Vehicle identifiers (make, model, and series of the vehicle, initial mileage, license plate 

number, VIN (Vehicle Identification Number)); 

• Trip log entries such as destination, trip classification (business or personal, or commute for 

customers in Germany if applicable), purpose of the trip, business partners and notes, date 

and time of the trip, trip duration (time), starting point of the trip, trip destinations and routes, 

as well as starting and ending odometer readings; Vehicle location after the last trip taken; 

• GPS coordinates; 

• Optional when using the hotspot feature: Data on added hotspots such as business partner 

name, purpose, and notes added to the hotspot; 

• Optional when using the group feature: Group information: Group name, sent and accepted 

group invitations, group members, shared hotspots; 

• Optional when using the EMS analysis: Engine type, fuel tank/battery capacity of the vehicle, 

fuel consumption in liters/100 km or kWh/100 km (depending on the engine type).  

 

Categories of data subjects: 

 

The processing covers the following categories of data subjects: 

• AutoLogg customers and users 
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Appendix 2  

Technical and organizational measures 
 
 

 
1. Confidentiality   
 

 Access control  

The following measures, in particular, ensure that unauthorized persons are denied access to the building or to the rooms 

housing the data processing equipment used to process or utilize personal data:  

• Binding procedures for the assignment and transfer of access authorizations to the building and offices   

• Electronic access control system  

• Centralized key management  

• Employee ID cards with photo  

• Guidelines for accompanying visitors  

• Logging of people entering and exiting  

• Locking of cabinets and offices when unattended 

 

 Access control  

Measures to prevent unauthorized use of data processing systems include, in particular:  

• (secure) passwords, policy on the secure and proper handling of passwords  

• Access only after identification and authentication  

• Mandatory procedure for granting access permissions  

• Unique mapping of user accounts to users  

• automatic locking of the user account after a defined number of failed login attempts or after a defined period of 

inactivity  

• Automatic lockout mechanisms followed by a new login  

• Access logging and event-driven analysis of log files  

 

 Access control  

Measures that ensure that persons authorized to use a data processing system can access only the data covered by their 

access authorization, and that personal data cannot be read, copied, modified, or removed without authorization during 

processing, use, and after storage, include in particular:  

• Authorization management system 

• Access logging and event-driven analysis of log files  

• Adjustment of security-related default settings for new IT systems and applications, as well as deactivation of 

unnecessary security-related programs and functions  

• Clear Desk/Clear Screen Policy  

• Secure archiving of data 

• After a successful login, access to the data processing system is only possible via a certificate- and password-

protected VPN connection. 

 

 Segregation of duties  

Measures that ensure that data collected for different purposes is processed separately include, in particular:  

• logical separation via access controls  

• Software-based multi-tenancy  

• Access to data records only via applications that comply with the separation requirement  

• Separation of production and test systems  

 

2. Integrity  
 

 Data disclosure control  

Measures that ensure that data cannot be read, copied, altered, or removed without authorization during electronic 

transmission, transport, or storage on data carriers, and that it is possible to verify and determine the destinations to 

which the transmission of personal data via data transmission facilities is intended, include in particular:  

• Encryption 

• Virtual Private Networks (VPN) 

• Logging of the retrieval and transmission of personal data  

• Prohibition on the use of unauthorized hardware and software  

• No forwarding of information to external IT services (private email addresses, unauthorized cloud storage)  

• Guidelines for employees regarding the printing of sensitive documents  

• Guidelines for employees regarding the use of data storage media  
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 Input control  

Measures that ensure that it can be subsequently verified and determined whether and by whom personal data has been 

entered into, modified, or removed from data processing systems include, in particular:  

• Access to data processing systems only possible after logging in  

• No sharing of passwords (password policy)  

• Policy on how to proceed if a password becomes known (password policy)  

• Automatic logging of the entry, modification, and deletion of personal data  

• Event-driven analysis of log files 

 

3. Availability and resilience  
 

 Availability control  

Measures that ensure personal data is protected against accidental destruction or loss and remains available include, in 

particular:  

• Data backups performed by the ISO 27001-certified data centers acting as processors: online/offline backup systems 

and recovery concepts with regular backups and disaster-proof storage of data carriers, uninterruptible power supply 

(UPS and emergency power systems), firewall, reporting channels, and emergency plans, security checks  

• Rapid recovery (Art. 32(1)(c) GDPR)  

 

4. Procedures for regular review, assessment, and evaluation  
 

Data protection management  

Measures that ensure the technical and organizational measures taken remain effective on an ongoing basis include, 

in particular: 

• Regular monitoring of the technical and organizational measures taken  

• Incident response management 

• Training of employees in the use of IT and to raise IT security awareness  

• Regular professional development for IT managers  

• Privacy-friendly default settings (Art. 25(2) GDPR) 

 

Processing control 

Measures ensuring that personal data processed on behalf of the Customer is processed only in accordance with the 

Customer’s instructions include, in particular:  

• We process the customer’s personal data only for internal purposes within the scope of the customer relationship  

• A standard data processing agreement pursuant to Article 28 of the GDPR must be in place  

• Ensuring that processing is carried out in accordance with instructions by clearly defining the responsibilities between 

the Customer and the processor  

• Changes requested by the Customer and to be carried out by us are subject to the requirements of order control  

• Pre-defined criteria for selecting the processor are strictly adhered to  

• The processor’s employees are granted access only to the information they need to perform the contract  

• The processor’s staff is bound by the data protection principles of Article 5 of the GDPR, in particular the 

confidentiality of data  

• Monitoring of contract execution is ensured 

 
The Supplier stores the personal data processed on behalf of the controller in an ISO 27001-certified external data center 

(AWS). Detailed information on the data security measures implemented by the data center can be found here: 

https://aws.amazon.com/security/.  

 
 

 

https://aws.amazon.com/security/

